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Industry Leading Patented Security Technology
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= Augmenting pattern recognition and automatic signature creation technology
= Continued learning and feature improvement — higher accuracy of the system

Collection - Global
Collection

Cross Scanning - Perimeter
Cross Scanning

CPRL
Signature

Machine Learning Big Data + Analytics - Internal GLOBAL CUSTOMER
auto-CPRL _ UPDATES
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SEDs Learning Secondary analysis an
d validation
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Feature Set Improvements Continued Accuracy
= Quality to a High Degree of
= Stabilized Number Confidence
= Weighting Confidence
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MANAGEMENT-ANALYTICS

PARTNER API MULTI-CLOUD

Significantly increases cost burden f &
or cybercriminals |

= Unsurpassed accuracy S
= Proven and validated @ﬁ
= Extremely adaptive
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22 1. AAS =9 S (Exploit Trends)
Unique Exploit Detections Exploits Seen per Firm (avg)
5,988 274
@ ) ’
Firms who saw Severe Exploits Recorded Exploits of WIFI
7904, Camera Devices
33%
N
é‘ﬁ \ ’
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Malware Botnet

17,671 unigue variants 7 513 daily botnet communications per firm l

3,317 different families 7 259 unique botnets detected 7

22% detected ransomware == 1.9 active botnets per firm —

14% reported mobile malware N\ 3.3% of firms saw >10 botnets ¢
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29 3: HZ 40| 2|AXX] (Zero Day Research)

12 zero days
ANNOUNCED
in 1Q 2018

38 zero days
DISCOVERED
in 4Q 2017

http://fortiguard.com/zeroday

Fortinet has a
dedicated team of expert
researchers and analysts
that examine many third-

party products and
software applications daily,
looking for weaknesses
and exploitable
vulnerabilities *

185 zero days
[ DISCOVERED
2017

527 zero days
[ DISCOVERED
since 2006

* Fortinet follows responsible disclosure policies


http://fortiguard.com/zeroday
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Botnets

Firms typically have one or two different botnets active at any Firms need to eradicate the underlying issues causing
given time — some 10 or more! infections — find and fix root cause

2
Mobile Malware

Mobile is increasingly becoming a target — Q4 saw 14% firms Ensure mobile devices have appropriate security controls in
reporting place and are being monitored

@ |IOT Exploits on the Rise

Identify ALL devices connected to your n/w. Segment IOT
devices into secured n/w zones with customized policies

Exploit activity against IOT devices (like WiFi cameras)
guadrupled in Q4

Ransomware

Define pay or not-pay policies and process ahead of time

22% of firms detected some type of ransomware in Q4 ‘ \Minimize impact by ensuring you have a good offline backup.
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2N
,‘ Cryptojacking

Sharp increase in cryptomining malware — systems infected so Regularly review system processes running on computers to
they can be leveraged to mine cryptocurrencies find/kill culprits

@ Steganography

Top reported exploit in December used steganography to Utilize a data sanitation service — like Content Disarm and
conceal hidden information with graphics file — distributes Reconstruction that removes active content from files in real-
ransomware time

@ P2P Proxy Target

Firms with high utilization of P2P and proxy apps have up to 9x

Firms need to review policies, update software inventory, and
higher rates of botnets and malware scan for rogue applications

@ Vulnerability Swarm

37% of firms STILL seeing exploits targeting Apache Struts Utilize a security audit service that can identify vulnerabilities and
vulnerability — Attackers smell blood and swam. configuration weaknesses and help implement best practices
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