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3L FAM =9I ZE|I}0| Q| Cross-language

.NET, .NET Core, ABAP/BSP,
ActionScript, Apex, ASP.NET, C#,
C/C++, Classic ASP, COBOL,
ColdFusion, HTML, Java, SCA

: Translation
Javascript, JSP, MXML (Flex),

Objective-C/C++, PHP, PL/SQL,

Python, Ruby, Scala, Swift, T-
SQL, VB.NET, VBScript, Visual
Basic, XML

SCA
Analysis

User Input
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True Positive Rate =
(Sensitivity, Recall)

How many of REAL
vulnerabilities are

vulnerabilities are REALLY i

Precision = (1-Specificity, Fall-out)
How many of REPORTED Q

False Positive Rate =—

- How many of non-

> vulnerabilities are
ACTU::I';“;::gg;ed as vulnerable? INCORRECTLY reported as
' #X1QFA #RIQF A vulnerable?




Youden IndexZh

- Youden's J statistic (also called Youden's index) is a single statistic
that captures the performance of a dichotomous diagnostic test.
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OWASP Benchmark Results Comparison

Betterthan guessing | |  ------ Random Guess Non-Commercial
m A: FBwFindSecBugs v1.4.0 (12%)
- mB:FBwFindSecBugs v1.4.3 (32%)
<~ mC:FBwFindSecBugs v1.4.4 (34%)
~ n D: FBwFindSecBugs v1.4.5 (37%)
o m E: FBwFindSecBugs v1.4.6 (39%)
L u F: FindBugs v3.0.1 (0%)
e u G: OWASP ZAP vD-2015-08-24 (18%)
u H: OWASP ZAP vD-2016-09-05 (20%)
nl: PMD v5.2.3 (0%)
m J: SonarQube Java Plugin v3.14 (33%)
Commercial
u K: SAST-01 (16%)
m L: SAST-02 (30%)
u M: SAST-03 (24%)
u N: SAST-04 (32%)
u O: SAST-05 (18%)
u P: SAST-06 (32%)
m Q: Commercial Average (26%)
Commercial Average = 26%
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Worse than guessing
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https://www.owasp.org/index.php/Benchmark
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OWASP Benchmark v1.2 Results Comparison

Better than guessing Non-Commercial

m A: FBwFindSecBugs v1.4.0 (12%)

m B: FBwFindSecBugs v1.4.3 (32%)

~ mC:FBwFindSecBugs v1.4.4 (34%)

~ n D: FBwFindSecBugs v1.4.5 (37%)

v m E: FBwFindSecBugs v1.4.6 (39%)
u F: FindBugs v3.0.1 (0%)
u G: OWASP ZAP vD-2015-08-24 (18%)
u H: OWASP ZAP vD-2016-09-05 (20%)
nl: PMD v5.2.3 (0%)
m J: PMD v6.0.1 (0%)
m K: SenarQube Java Plugin v3.14 (33%)
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Worse than guessing
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Micro Focus Software Security Research White Paper
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Atlassian’s DevSecOps / SAST Section — QFX| 7]
AHO| WE

Alongside detecting violations in coding best practices, static code analyzers detect security
vulnerabilities in code that you own and in (possibly insecure) libraries that you import. This is
called SAST (static analysis security testing) and modern tools integrate well with the continuous

delivery pipeline. Make sure you choose a SAST scanner that’s compatible with the programming
language of your choice.

A word of caution: SAST can often report false positives and hence plan for a layer of persistence
that helps pipelines “remember”.

False positives can annoy the team to the point where they stop responding to broken pipeline
notifications, and that’s dangerous. Once teams have identified an error as a false positive with
proper justification, don’t let the pipeline flag it again and again. This can lead to teams disabling
SAST or letting pipelines ignore SAST errors altogether.
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EI Machine Learning Assisted
Auditing
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Machine learning assisted identification of relevant scan results

Predicted
New Scan
Scan Results
Results

T
EEE)

oAl 2} o
e

Obtaining a prediction from a random forest

sl




Training Corrections

Predicted Reviewed Anonymous
Mg\j FPR Scan Results Issue Metrics
{ Historical

Scan
L% E| 1} 0|
Scan Analytics Medium Medium Scan Analytics
Medium
=8| LR h\\ » - C %
o | | LA I |||
HET Anonymous Train Prediction
Issue Metrics POFS?'“S\?% False
Positives
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« ASEL (Impact): How scary is this issue?

EE/

« 7§ ¥ (Likelihood): How likely is it that someone can exploit this?
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Leading financial services group in Asia
Single Project Case Study:

= o Al2] e L o ZEAZLE Q% O|% 37% ZtA

Z x| k™ O] 7FAF HIH e Over 3000 of 8000 issues predicted

Hole X Ao =&

Q NS e 2 full days of audit time saved on 1 release

% =& A ZF35% Th World’s largest oil & gas company

p— “Scan Analytics helps our team greatly reduce

G APIE Edl X =3 time spent in analyzing false positives.”

E L & X}-= 3} since 18.1

World’s largest software company
Automatically auditing 20% of findings
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PREDICTION POLICIES

ADMINISTRATION v

" @BMICROFOCUS

Prediction Policies

NAME

Global Fortify Policy




Custom ™ *H X| <l

“IEEM” HHE = =39l Custom Policy 18 7t
= “Use Fortify Community Data” & MEISIH L E|IO| =3t A2 Y 0| 28 7=

E PREDICTION POLICIES ADMINISTRATION W - DMICROFOCUS
Prediction Policies > Edit
Details Thresholds
Policy Name Confidence Threshold - Not an Issue
Test Poliy
O 79%
Description

This is the first test Policy Confidence Threshold - Exploitable

< Use Fortify Community Data

Usage Statistics v Correction Statistics correction Auditor v

70%

O There are no items to display.
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AUTOMATED AUDITING ©
Event Logs
Enable Audit Assistant €

- 7| &E9| ZE|IO| X| & EZE
O

Jobs

Authentication token ﬂ How do | get a token? |
Performance Indicators I l ' R L Al—R 7 |-_

SOSROPO RN ORI RO RORORORRRRRERREROY x O o

Rulepacks . .

Fortify Scan Analytics server URL @)
Variables https://analytics.fortify.com/api . .

= Global Fortify Policy

Templates O Use SSC proxy for Audit Assistant @)
Users

TEST CONNECTION

- Egr A=Al

=
Default prediction policy € - .
AppSec Training GIoIJa:)Forrify PoIFi)cy v hd El_l- O-” A-| API % % Ol_l- IO-I x_l-ll
[0 Enable specific application version policies € Ove r r i d e 7 |_%

BIRT Reports B Enable auto-predict €

CloudScan

B Enable auto-apply €@

Lore To review the mapping between Audit Assistant custom tag values and SSC tag values,
click here.
Email
| REFRESH POLICIES
Issue Audit

JMS



Custom Ej 1

Custom Tags

Metrics & Tracking
Event Logs

lssue Age

Jobs

Performance Indicators
Rulepacks

Wariables
Templates

Alerts

Attributes

Bug Filing

Issue

Report Libraries
Reports

Users

Plugins
Configuration
AppSec Training
Audit Assistant
BIRT Reports

CloudScan

O show Audit Assistant-compatible Show Hidden

MName Description Type Extenzible

X The analysis tag must be set for an issue to be counted as "Audited.’ This is encouraged to be the final action
Anzlysis &, LIST
performed by an auditor.

MName
Anahysis
Descriptiom

The analysis tag must be set for an issue to be counted as 'Audired.’ This is encouraged to be the final actien performed by an auditor.

] o o

Valus Description AS Mapping

Mot an Issue Mot an lssue

Relizbility lssus Mot Predicted

Bad Practice Indeterminate (Eelow Mot An Issue threshold)
Suspicious Indeterminate (Eelow Exploitable threshold)
Exploitable Exploitable

Default Value

Audit Assistant Guidance

Non-lssue True Issue
Mot an lssue Reliahility |ssue
Bad Practice
Suspicious
Exploitable

Restricted

Hidden

Hidden
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APPLICATION PROFILE - 5PLC | TEST

ADVAMCED OPTIONS CUSTOM TAGS PROCESSING RULES

AUDIT ASSISTANT TRAIMIMG  AUDIT ASSISTANT OPTIONS

Application version prediction policy ﬂ

Global Fortify Policy
O Enazble auro-predict B

O Enable autc-apply ﬂ

BUG TRACKER

APPLICATION SETTINGS

CLOSE




APPLICATION PROFILE - SPLC | TEST

ADVANCED OPTIONS CUSTOM TAGS PROCESSING RULES BUG TRACKER APPLICATION SETTINGS

AUDIT ASSISTANT TRAINING AUDIT ASSISTANT OFTIONS

The training data you provide enables Fortify Audit Assistant to make predictions that are more accurate and relevant 1o
the applications running in your environment. The data you send is non-sensitive metadata derived from and calculated
based on your audited scan results.

For training, select an application version that has been audited, and for which security auditors have identified issues that
are relevant, and izssues that are irrelevant.
To optimize Audit Assistant results:

* Provide training data before you submit new scans.

= Make sure that a security auditor has audited the issues.

* Make sure that a distinction has been made between the primary tag values that signify true issues and those that

signify non-issues.

Data last sent for training: Mot Sent

SEND FOR TRAINING

CLOSE
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Thank you.
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