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Confidential Information Disclaimer.

in an evolving environment. This roadmap is subject to change and is therefore not a
commitment or representation by Micro Focus to develop, modify, market or deliver a
software product, code or functionality, or to meet any specific timetable.

This document contains confidential information of Micro Focus and/or its affiliates. You
may not disclose information in this document to others, or use it other than for your
evaluation of a business relationship with Micro Focus. Micro Focus, its affiliates, and
any participating company make no representations or warranties with respect to the
contents of this document, and disclaim any express or implied warranties, including
those of merchantability or fitness for any particular purpose.
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AMAAlXl Approach - Correlation Search — Brute Force Login

« Sample correlation search:

| "datamodel("Authentication” "Authentication”) | stats values(Authentication.tag) as
tag,count(eval('Authentication.action'=="failure")) as failure,count(eval('Authentication.action'=="success"))
as success by Authentication.src | ‘drop_dm_object _name("Authentication")" | search success>0 | xswhere
failure from failures by src_count_1h in authentication is above medium | “settags("access")

ArcSight Approach — In Memory Real Time Correlation

R¥3-vent conditions
= Auth_Fail

5-& AND /*This rule detects brute force login attempts. It looks for
SRS occurrences of login attempts or failures from sources that are
@ Category Outcome = [Attempt [ignore case] . . .
@ Category Outcome = [Failure [ignore case] not hSted on a trU—Sted active hSt-
=-I=NOT

{_::'} InActiveList("/All Active ListsfArcSight System/Attackers/Trusted List") . .
It fires after 5 occurrences 1n 2 minutes. On first threshold, the

@ Category Behavior = JAuthentication/Verify [ignore case]

@ Category Object NOT StartsWith [Host/Application [ignore case] attacker address 1s added to the /Suspicious active list. */
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< ArcSight Console 6.8.0.1896.0 [galilec:admin.ast] Trial license. Customer: ArcSight Demo Key, Expiration date: 2015/06/30

: Fle Edit View Window Tools System Help
Do (dRaxd Kalpaewm 98- (PEFE- doowesred OH ia
MNavigator g ? x| Yiewer & ? x| Inspect/Edit £2x
Resources | Padcagesl Use Cases| Chevreuse | Correlated Euent;| Event Inspector |
[»] Active Channels Ctrl+Alt+4 = Active Channel: Chevreuse [Modified] Total Events: 7,604 — | | ZE|Description
[ 1 Events
Showing: All Channels Start Time: Very High: . =
7 act End Time: an 2015 17, High: 1,482 .
2177 Active C.h:annells Filter: MatchesFilter ("Mon-ArcSight Internal Events”) Medium: 1,422 ]
277 admin's Active Channels Low: 4657 ]
- by 172,16,1,150 Inline Filter: No Filter Very Low: 43
172.16.1.154
172.16.1.241
78.240,175.2 | Radar =
Authentication
Camera IP-Yivotek
I - d< m 3
Correlated Events & |End Time % 4 1Name & I 3l Target Address 3 s Device Produc ¢ ||| ,
Firewall 26 Jan 2015 16:50:27 CET  |Firewall drop pf .240,175.2 FVS336Gv2 =
Network routing and DMS request 26 Jan 2015 15:50:27 CET _|Firewall drop 0 | |:|-|| E OAMAO | §|_ .240.175.2 FV5336G-v2 Event | Detais | Annotations | "= - |
Qnap 26 Jan 2015 16:50:27 CET  Firewall allow gf - — T — =T 243.195 FY5336G-v2
Samsung 26 Jan 2015 16:50:27 CET |Dead Peer Det{ = g FV5336G-v2 Event Inspector -
v$ Snmp 26 Jan 2015 16:50:27 CET  [Firewall allow padet ToanerRergaome. oL oo T 192,168.1.100 FV5336G-v2 25 Name Value
m Switch 26 1an 2015 16:50:27 CET |Dead Peer Detection - packet received 82,233,243.135 FV5336G-v2 E =
Syslog 26 Jan 2015 16:50:27 CET  |DNS Query Resolved 212.0.0.0-213.255.2... 212,199,371, 22 FVS336G-v2 e - - il
' - MName Dead Peer Detection - packet received
| beg Syslog Galileo 26 Jan 2015 16:50:27 CET  |Firewall accept packet Intranet-Kergatorne 192,168.1.100 192.168.1.1 FY5336G-v2 - .
Uriix 26 Jan 2015 16:50:27 CET |Firewall accept packet Intranet-Kergatorne  |192.168.1.100 192.168.1.1 FVS336G-v2 ||""“555E'9e [Psec Dead Peer Detection packet recei
WPM 26 Jan 2015 16:50:27 CET  |Firewall allow packet Intranet-ergatorne 192.168.1.1 192.168.1.100 FVS3366G-v2 ||T‘ﬂJE Base
WWindows 26 Jan 2015 16:50:27 CET 212.19%.71.22 FVW5336G-v2 End Time 26 Jan 2015 17:10:37 CET =
27 Shared 26 Jan 2015 16:50:27 CET AbT |' Il |' 0 H'” = 13.42.252  [78.240.175.2 FVS3366-v2 T — Anne &Philppe
-7 all Active Channels 26 Jan 2015 16:50:27 C o ! 1! L 12.12.218 78.240.175.2 FV5336G-v2 A tod Evert Comt 11
arcsight Adminiskration > b13.42.252 ArcSight garegated Event Coun
Arcsight Core Security 26 Jan 2015 16:50:22 CET |\ 172.16.1.10 Microsoft Windy _||||Correlated Event Count |0 L
ArcSight Foundation 26 Jan 2015 16:50:20 CET  [The description for such event cannot ... [Intranet-Chevreuse 172.16.1.10 Microsoft Winds Category
ArcSight Solutions 26 Jan 2015 16:50:19 CET [Target Port Activity by Attacker 192.168.1,100 ArcSight Category Significance Normal
l_'lﬂ ArcSight System 26 Jan 2015 16:50:19 CET  |Application Event Counts ArcSight Category Behavior fCommunicate Query
ﬁ Personal 26 Jan 2015 16:50:19 CET  |Application Event Counts ArcSight Category Device Group  |/VPN
Public 26 1an 2015 16:50:19 CET  |Application Protocol Event Counts ArcSight
. — - Category Outcome [Success
Unassigned 26 Jan 2015 16:50:19 CET  |Application Protocel Event Counts ArcSight -
26 Jan 2015 16:50:19 CET _|Service Event Counts Arcight el L [Host{Resource Interface/Tunnel
A Tom AAAT AF R AR AT P dee P ke [Py Thesat
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<L ArcSight Console 6.8.0.1896.0 [galilec:admin.ast] Trial license. Customer: ArcSight Demo Key, Expiration date: 2015/06/30 =

! File Edit Wiew Window Tools System Help
1.8 (Xmmxa ke llp@aew (@E- REEE- g

m@ssadE OB ia

Mavigator o ? x| ¥Yiewer o ? x| Inspect/Edit g7 x
Resources | Packagesl Use Cases| @ Chevreuse | @ Correlated Events| Ewvent Inspector |
[} Actve Channels Ctrl+alt+ | |[ D Active Channek: Chevreuse [Modified] Total Events: 7,730 —
Showing: Al Channels Start Time: Jan 2015 16 Very High: 0
. End Time: 2 n 2015 17; High: 1,501 1
E-E7 Active Channels Filter: MatchesFilter (Mon-ArcSight Internal Events™) Medium: 1,447 ]
=77 admin's Active Channels Low:4,738 ]
[l 172.16.1.150 Inline Filter: Mo Filter Very Low: 43
- [hgd 172.16.1.154
[ 172.16.1.241
[ 78.240,175.2 | Radar —
@ Authentication
-t 7 =0z E——
-[d} Correlated Everts = + 1fnName & Target Zone Name Attacker Address §| Target Address 5 | Priority 3 | Device Vg D rl | | d Own o —_—
@ Firewall 26 Jan 2015 16:50:27 CET  |Firewall allow packst Eiactinn-Cheurenes 73,240.175.2 32.233.243.195 @3 )|Netgear O | I = A-I
@ Metwork routing and DS request 26 Jan 2015 16:50:27 CET  |Dead Peer Dets Show Event Details 82.233.243.195 -Dy L 7‘| E J_ I < T
@ Qnap 26 Jan 2015 16:50:27 CET  |Firewall allow p chow Actar Detile 2.168.1.1 192.168.1.100 I_ = 1
@ Samsung 26 Jan 2015 16:50:27 CET |Dead Peer Dety — -‘ = - SN J h
[ Snmp 26 Jan 2015 16:50:27 CET |DNS Query Reg|  Correlation Options b Simple chain FV5336G-v2 22JName Value
] Switch 26 Jan 2015 16:50:27 CET  |Firewall accept| Investigate L Detailed chain | @ 3 |Metgear FV5336G-v2 E". s
@ Syslog 26 Jan 2015 16:50:27 CET  |Firewall accept Debug Filter. .. ) ) @ T )|Netgear FV5330G-v2 e - - il
- [bgj Syslog Gallen 26 Jan 2015 16:50:27 CET |Firewall alow pl Correlation trigger ] s )|Netgear FV5336G-v2 s Dead Peer Detection - packet received
@ nixc 26 Jan 2015 16:50:27 CET |DNS Query Res Debug Event Priority Clear Rule A @ = )|Netgear FVS336G-v2 ||Message IPsec Dead Peer Detection packet recei
@ WPN 26 Jan 2015 16:50:27 CET  |Firewall drop pg Active List b [SEISFEED 8 )|Netgear FV5336G-v2 ||Type Base
@ Windows 26 Jan 2015 16:50:27 CET  |Firewall drop pg Annotate Events... ctlaT 3.12.12.218 8 )|Netgear FV5330G-v2 End Time 26 Jan 2015 17:10:37 CET =
=8 E? Shared 26 Jan 2015 16:50:27 CET  Firewall - Repe’ ) 13.213.42.252 ArcSight ArcSight e e s Anne & Philippe
-7 Al Active Channels 36 Jan 2015 16:50:22 CET [The description Mark as reviewed Cirl+R 172.16.1.10 @I )|Microsoft Microsoft Wind: B P Ty e——
ArcSight Administration 26 Jan 2015 16:50:20 CET The description Select Events with Matching Cel 172.16.1.10 @ T )|Microsoft Microsoft Winds Lo S
arcsight Core Security 36 Jan 2015 16:50:19 CET [Target Part Act ] 2,168.1.100 @ T )|ArcSight ArcSight Correlated Event Count |0 L
™5 ArcSight Foundation 26 Jan 2015 16:50: 19 CET |Application Evel e @ = )|Arcsight ArcSight —| | category
ArcSight Solutions 26 Jan 2015 16:50:19 CET  |Application Eve Event Graph @ T )|ArcSight ArcSight Category Significance Marmal
EA ArcSight System 26 Jan 2015 16:50:19 CET  |Application Pro Rule Chain Graph @ 3 )|ArcSight ArcSight Category Behavior fCommunicate/Query
EA Personal 26 Jan 2015 16:50:19 CET  |Application Pro ) @ = )|ArcSight ArcSight Category Device Group VBN
Public 26 Jan 2015 16:50:19 CET  |Service Event Geographic View @ F  )|ArcSight ArcSight Cate Outco s
Unassigned 26 Jan 2015 16:50:19 CET  |Service Event Integration Commands N @ = )|ArcSight ArcSight ZEy u. me tecess
26 Jan 2015 16:50:17 CET _|Firewall allow p| 2.168.1.1 192.168.1.100  |@IES)|Netgear FVS336G-v2 Category Object [Host/Resource /Interface Tunnel
26 Jan 2015 16:50:17 CET |Firewall drop pa Tools Y [3213.42.252  [78.240.175.2 8 )|Netgear FV5336G-v2 Threat




10

= CjOl = 0." -| I I-"'|. |.OAOE.
ArcSight ESM 2% - T GuI(2E)0| A Al Z=2H0A RS
HiolH 20| O|MIE A== 5|8 EcljE S 210 XX o 2 ujot 715
252} 0f A DenyEl 21 £4
~
. ~
’.i ﬂo_ N =82 MHO0| A 1F= 3t Broadcast A| = EFX|
192168235193 v hd
138 | deny \\\ \ = EH o= EL' E-I 2 Ol-O:I A-I H| -~ abusmg Bl Ol S %I-
/ —— \
/ -: 137 | deny :
192 168.235.166 4’07 T \
138 | deny I
/4 I
T / 192.166.235 255
,_ j e/ L/ SEarFa0IN RO WL NET AYER A Tl
EEII it Phd sourceAddress + | destinaonAddress destinaionPort %
~— e =" 192 168.235.118 192 168 235,255 137.0 10844
| et N 192.163.235.166 192,163 235 255 133.0 1656
2114557232 8""'“6”" 182.168.235.193 192 168.235.255 138.0 2538

- 10000 deny_ .D
A d 1921168.235.216
- 888 demj'

181 | deny

192.168.235. 221




Significant Market Trends

WELCOME T0

s | SIMPLICITY

ENJOY YOUR JourNey

= Simplicity — Install in minutes, configure in hours, value in days

= User experience — As few clicks as possible; immersive; intuitive;
proactive knowledge

= Analytic Insight — Reduce burden of content development,
identifying unknown threats more quickly

= Hybrid Cloud — Full deployment and monitoring into critical cloud
environments and monitoring of key cloud applications

= SaaS — Expected that SIEM vendors offer SaaS options in addition
to on-prem / hybrid options




The Current ArcSight Architecture

ARCSIGHT INVESTIGATE

Search | Investigation

ARCSIGHT ESM ARCSIGHT UBA

24x7 Real-time User & Entity
Monitoring & Correlation Behavior Analytics

ARCSIGHT DATA PLATFORM

ARCMC EVENT BROKER LOGGER

Suite Management &

Vi ; i i Compliance & Retention
PR Information Delivery p

CONNECTORS

Data Acquisition and Normalization

Network

%‘Q‘%%‘é‘%‘@‘@‘<
App Servers &

Workloads Endpoints

Physical



Cyber Kill Chain

RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Good, but MITRE
ATT&CK is a more
advanced framework e
to describe latest

coordinated attacks.

COmE——T
HSTALLunY B | RS Exploiting a vulnerability to execute

code on victim’s system

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

ACTIONS ON DBJECTIVES

With ‘Hands on Keyboard’ access,
intruders accomplish their original goals



Activate Framework

Good ldea, but...
Innovators left long time ago

Ad hoc and not a concerted effort
(Wiki is hit and miss)

Not easy to deploy: Package Installer
Tool invented for this purpose)

Customer feedback is ‘Negative’

Content is niche & not customer-
driven (not real-world)

Notoriously outdated

No versioning

Not obvious where to start

L1 packages have lots of *noise*

% ArcSight Activate Package Installer

| ArcSight Package Installer Tool

|- All Fields are Required

|En1er Console Path: ||b:‘|.arcsig htyConsole\current x
‘Enler Manager Hostname: ||

|Enter Manager Port: ||8443

|En1er Manager Username: ||admin

|Enler Manager Password:

El Cance

Help | El

Activate Base 2.5.4.0

_Indicators_and Warnmgs 0.2.0.0

[ L1-Apphcation Monttormng Web_Services -

[ L1-Data_Security DIP_-
_Indicators_and_ Warnmngs_1.0.0.2

[J L1-Data_Security BEncryption_-
_Indwcators_and Warnmgs 1.00.1

[ L1-Entity_Monitoring_-
_Indicators_and_Warmings_1.3.0.0

[] L1-Host_Monitoring_-
_Indicators_and Warnings 1.2.1.0

[ L1-Matware_Monitoring -
_Indicators_and Warnings 1.1.0.1

[J L1-Matware_Monitoring Email -
_Indicators and Warnmges 1.0.0.1

[ L1-Network_Monttormg_ -
_Indicators_and Warnings 0.3.0.0

[ L1-Perimeter Monttoring - Indicators and
Warnings 0.2.0.1

[ L1-Physical Security 1.0.0.1

[] L1-Threat intel 1.3.0.0

[J L1-WamaCry Mahvare Detection -
_Indwcators_and Warnmgs 1.00.1

[] P-Blue_Coat Proxy 2.1.0.0

|[] P-Check_Point_VPN-1_and FW-1_1200

|[] P-Cisco ASA 200.1

|[] P-Lenel Onguard2013_1.0.03

[] P-Limxx 1.3.1.0

[] P-McAfee - ePO_-_Base_1.0.0.1

[0 P-McAfee -
_Securtty_for Exchange 1.0.0.1

-

McAfee Endpomt Data Loss Preventionl 0.0.2

[ P-McAfse Endpomt Encryption 1.0.0.0

[] P-McAfee ePO_VirusScan 1.1.0.1

] P-MicrosoffDHCP_1.0.0.0

[ P-Microsoft. Windows_2.0.0.0

O Pp-
Micro_Focus_Atalla HSM_1.0.0.1

[] P-Palo_Alto_Networks PAN_051.1.0.2

OPp-
Puke Secure Pulke Connect Secure 1.0.0.0

[ P-SourcefireFireSIGHT_2.1.0.2

[] P-Sourcefire_2.0.0.3

[ P-Symantec_Endpoint Protection 1.1.0.1

[ Pe-
TippingPoint Unity One_IPS_2.0.0.1

[] P-Trend Micro_-_Control Manager -
_Base 1001

[ P-Trend_Micro_-
_InterScan Messagmg Securtty 1.0.0.1

[] P-Trend Micro_-
_OfficeScan 1.5.0.1

[] P-Trend_Micro_-_ScanMail 1.0.0.1

[] P-WebSense_Security 1.3.0.1

[0 P_LimeDHCP_1.0.0.0

Done: ?




MITRE ATT&CK MATRIX
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actics
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nowledge



https://attack.mitre.org/

> 3
Current Attack Trends

st . b  APT with built-in Al
TRy * Less Command & Control

' =1 * No direct attack on servers
* Footprint @ endpoints
 Powershell on endpoints
* DNS for CnC & exfiltration

Y1220 0




MITRE ATT&CK — Blueprint for Attack Tactic & Techniques

Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Exfiltration Command and Control
Hardware Additions Scheduled Task Binary Padding Credentials in Registry |  Browser Bookmark | Exploitation of Remote | Data from Information Exfiltration Over Remote Access Tools
Trusted Relationship LSASS Driver Extra Window Memory Injection Exploitation for Discovery Services Repositories Physical Medium Port Knocking

Supply Chain Access Token Manipulation Credential Access Network Share Distributed Component Video Capture Exfiltration Over | Multi-hopProxy

Compromise Bypass User Account Control Forced Authentication Discovery j o Cap Commandand |  Domain Fronting

Spearphishing > Process Injection Hooking Peripheral Device | RemoteFile Copy )| Automated Collection ntrol Channel Data Encoding

Attachment Image File Execution Options lmedion Password Filter DLL Discovery A Clipboard Data ) nerypted Remote File Copy
Exploit Public-Facing Plist Modification LLMNR/NBT-NS File and Directory Replication Thkough Email Collection | AutomatedExfiliation |  Multi-Stage Channels
Application Valid Accounts Poisoning Discovery Removable NEtia Screen Capture < Exfiltration Over Other > Web Service
Replication Through DLL Search Orde Permission Groghs | Windows AdminBhares Data Staged N, Network Medium
Removable Media Client Execuhon Signed Script Kiyfha_iﬁ_ < _Elit?)@l‘}' Pass the Hih Input Capture W
Spearphishing via CMSTP ' Input Prompt 0Cess Olscovl'v Thurd -party So‘ware Data from Network Alternative Protocol
Service Dynamic Data Exchange Bash History ystem Netwo Shared Web'oot Shared Drive Data Transfer
Spearphishing Link Mshta Launch Daemon Port Knocking Twio-Factor Connections Discove Data from Local System Size Limits !
Drive-by Compromise AppleScript Dylib Hijacking Indirect Command Authentication Syste ser Man in the Browser Data Compressed tandard Application
Valid Accounts  Source Application Shimming Execution Interception ~ Discovery Data from Removable | Scheduled Transfer | “\Jayer Protocol "
‘Space after Filename Applnit DLLs BITS Jobs ReMcation Through | System Network. Media Commonly Used Port
Execution through Web Shell Control Panel Items vable Media | Configuration Discovery | Deploymefit Software Standard Cryptographic
Moduleload | _Service Registry Permissions Weskness CMSTP inggCapture | Application Window .S%?ies*ing, L. S
Regsves/Regasm New Service Process Doppelganging | i Discovery pleScript Custom Cryptographic
InstallUtil File System Permissions Weakness Mshta ( Credential Dumping ) assword Policy TaI Shared Content Protocol
Regsvr32 Path Interception Hidden Files T TereroaSg. Nvew Remote Desktop Data Obfuscation
Execution through API Accessibility Features and Directories Securityd Memory System Mme Discovery Protocol Custom Command
PowerShell Port Monitors Space after Filename Brute Force Account Dtscm Remote Services and Control Protocol
Rundl132 Kernel Modules Sudo Caching Account Manipulation | _SystemTmOTMaton icati
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The Ultimate Goal

Timely,
Actionable
Security
Insights
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Thank you.

#MicroFocusSecurityForum2019




